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I.  Introduction  

AT&T Global Network Services India Private Limited (“AT&T India”) respectfully submits these 
comments on the Consultation Paper on Inputs for Formulation of National Telecom Policy, 2018 (NTP-
2018), dated January 3, 2018 (“Consultation Paper”).  AT&T India is licensed to provide National Long 
Distance (NLD), International Long Distance (ILD), Internet Service Provider (ISP) and Audio 
Conferencing services in India.   
 
As India moves forward with NTP-2018, AT&T India is pleased to offer these comments for 
consideration by the TRAI in support of the NTP-18 goals of facilitating development of communication 
infrastructure and services, and propelling India to become a front-runner in the Fourth Industrial 
Revolution.   
 
AT&T Inc., through its affiliates, (collectively, “AT&T”) is an integrated communications company 
providing mobile, video and data solutions.  AT&T operates one of the world’s most advanced backbone 
networks carrying, as of 3Q2017, more than 186.4 petabytes of data traffic on an average business day to 
nearly every continent and country.  With operations throughout the U.S. and in over 60 other countries, 
AT&T has extensive experience as an incumbent and a new entrant, as a fixed line operator and a 
wireless operator, serving individual consumers and the world’s largest enterprises, in the dynamic areas 
of converged technologies and services.    
 
With our global operations, we have a well-informed view of the important multiplier effect that 
Information and Communications Technology (“ICT”) services have across other economic sectors and 
the important role ICT services play stimulating broader economic activity.  As recognized by the TRAI, 
new and innovative developments in the digital economy have expanded the scope of services that can be 
traded across borders and offer the potential for even greater multiplier effects in other sectors in the 
future.   
 
To establish India as a global hub for data communications systems and services and to tap into the full 
potential of the digital economy, India should adopt a policy framework that encourages investments in 
next-generation technologies and innovations.  We encourage India to continue to build on the 
transformation envisioned by NTP-2012 and to further simplify the licensing and associated regulatory 
framework impacting the telecom sector to improve the ease of doing business and absorption of 
innovative new technologies in India.  
 

Cross references 

AT&T commends the TRAI for the significant consideration it has given to regulatory reform in its 
review of comments provided by stakeholders in consultations that focus on issues closely related to the 
matters that are the subject of NTP-18.  Over the course of these many consultations AT&T has either 
offered comments directly or joined trade association comments which discuss regulatory matters equally 
applicable to this Consultation, including:  
 

• Comments of AT&T India Consultation on Privacy, Security and Ownership of Data in the 
Telecom Sector released 9 August 2017 
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• Comments of AT&T India on the Consultation Paper on Issues related to Internet Telephony 
(VoIP), released June 22, 2016 

• ACTO’s response to Ease of doing Telecom Business in India, released March 14, 2017 
• ACTO’s input on NTP 2018, dated November 27, 2017 
• Comments of ACTO on Pre Consultation on Net Neutrality dated 30th May, 2016 
• Comments of ACTO on Consultation Paper on Free Data, Consultation Paper No. 7/2016, May 

19, 2016 
• Comments of ACTO on Consultation Paper on Regulatory Framework for Over-the-Top (OTT) 

Services, Consultation Paper No. 2/2015, March 27, 2015 
• AT&T India Comments on Net Neutrality dated January 4, 2017 
• Comments of AT&T on Consultation on Cloud Computing released June 10, 2016 
• AT&T Comments and Counter Comments on Consultation Paper—Spectrum, Roaming and QoS 

Related Requirements in Machine-to-Machine (M2M) Communications dated 18th October 2016 
 
We strongly encourage the TRAI to take the comments submitted in these related consultations into 
account to supplement the comments submitted in support of NTP-18. A copy of the same is attached 
herewith along with our comments for kind reference. 
 

II. Broad Principles to encourage investment and growth of the digital economy 
 
The digital economy will continue to play a key role in enabling future economic growth and job creation.  
We are moving toward a world where virtually everything is connected and in which technology will 
touch all aspects of our economies and our societies.  The convergence of voice, video and data services – 
as acknowledged by the TRAI -  has become a reality and the accelerating convergence of information, 
communication and broadcasting services is creating vast new capabilities that are benefiting individuals, 
businesses and society as a whole.  However, against the backdrop of the convergence of ICT and media, 
coordination with other sectors for IOT, regulatory policies and their governing institutions are striving to 
keep pace with developments happening in the sector to address complex issues associated with this 
technological revolution. 
 
To propel India forward in this Fourth Industrial revolution, India must embrace policies that will enable 
its economy to prosper in a world where productivity, innovation, and efficiency will increasingly depend 
on reliable, mobile, and ubiquitous access to powerful, cloud-based information and information 
processing capabilities.  We encourage India to develop a balanced regulatory framework that will ensure 
the future growth of new and emerging data services.  NTP-18 must promote a regulatory regime that 
minimizes the amount of complex regulatory permissions needed to invest and innovate, is future proof, 
technology neutral, forward looking and sufficiently flexible to adapt to new technologies, new services 
and platforms, while embracing international best practices and frameworks of interoperability. 
 
Key reforms, if adopted and implemented, will encourage investment and help innovation prosper in 
India: 
 

• Enabling Cross-Border Data Flows: Ensure the free flow of the global information and data 
that drive the Internet and the digital economy, subject to narrowly tailored legitimate public 
policy objectives such as personal information protection.   

 
• Preventing Data Localization: Do not require companies to build data centers to store data in-

country as a condition for operating in the market.   
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• Protecting Consumers:  Adopt horizontally consistent consumer protection laws across the 
digital economy, related to fraudulent and deceptive commercial activities online and to ensure 
that privacy and other consumer protections can be enforced in the markets.  

 
• Promoting Interoperability : Promote cooperation on policies regarding personal information 

protection, online consumer protection, cybersecurity threats and cybersecurity capacity. 
 
• Ensuring Due Process:  Ensure there is an administrate process for rulemaking, including notice 

and comment on proposed rules and rule changes as well as ensuring judicial review of 
administrative rules. 

 
• Promoting Technology Innovation: To facilitate trade in innovative information and 

communication technology services, public policy regimes that minimize regulatory impediments 
to such services and recognize the trade-enhancing value of relying on competition wherever 
possible.  To promote the deployment and adoption of software defined networks and cloud-
based services, India should establish policies that recognize services can and must be managed 
globally.   

 
• Allowing Technology Choice:  Ensuring no government mandates on use of technology, 

including use of licensed frequency. 
 
• Regulatory Streamlining:  Periodically review all regulations to eliminate rules that are no 

longer necessary or logical, and consistently look for opportunities to replace prescriptive and 
lengthy ex ante pre-approval requirements with flexible notification systems that still enable ex-
post review when needed. 

 
Each of the principles expresses an approach to policy and regulation in the digital economy that is 
broadly shared among leading economies. If adopted and implemented, these principles will support 
India’s development of digital services, including Internet-based and other network-based applications 
that are critical to innovative e-commerce, Internet search and advertising, data storage, and other 
services. Public policy frameworks such as the OECD Communique on Principles for Internet Policy-
making, as well as the EU-US Trade Principles for Information and Communication Technology Services 
and the digital trade provisions of the Trans Pacific Partnership are also highly relevant, and should be 
considered by India.  
 

III.  Technology Roadmap  
 
Before touching on specific reforms to consider for NTP-18, it is important to understand the evolution of 
network management and improvements in broadband services, data storage and computer processing 
taking place today that has resulted in a proliferation of cloud computing adoption.   
 
Traditionally, the provision of telecommunications services has required suppliers to install and maintain 
equipment in proximity to their customers.  A typical corporate voice and data network traditionally 
involved a telecom operator installing or leasing transmission capacity (e.g. fiber optic cable) and 
connecting this capacity to its customers through switches, routers and multiplexers.  Innovation and 
capacity demand meant regularly replacing equipment, but operators had been able to manage that with 
regularly scheduled upgrades.  With the integration of Internet-based services into typical offerings, a 
proliferation of other dedicated devices was added to the mix: firewalls, media gateways, content delivery 
network devices (to cache data), etc., designed to efficiently manage these services.   
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However, a widely-embraced trend called Software-Defined Networks (“SDN”) has emerged whereby 
network functions provided by the myriad physical devices can be “virtualized” (implemented in 
software, rather than hardware); and run and managed through large-scale data centers and other remote 
locations using commodity computers, rather than dedicated network devices distributed throughout the 
network. The changes and attendant benefits that swept the computing sector are quickly taking root in 
the telecommunications sector. 
 
Managing a network is no longer tied to managing specialized network devices in specific physical 
locations.  Instead, today’s networks are increasingly run remotely, from large-scale data centers that 
could be located in many locations. The consumer benefits from this network model are significant, 
paralleling that of cloud computing: users will benefit from the capability of network operators to deploy 
advanced functions more quickly and uniformly, at lower costs, and using fewer facilities (and thus less 
energy).  
 
Facilitating this trend towards SDN is the rapid adoption of IP-enabled services across all 
communications services, embracing a technology that by design is device-agnostic. A key driver of this 
transformation is the ability of IP-enabled software to separate the management and control of a 
communications from the content of the communication—or in technical terms, separating the “control 
plane” from the “bearer plane”.  Thus, while it is often important, for quality of service, for the content of 
a communication to travel along the shortest path, the management and control and specialized 
functionality associated with that communication can often be performed remotely.  
 
Thus, managing a global data network, and providing specialized functionalities such as firewalls, virtual 
private network services, teleconferencing services, increasingly relies on strategically located data 
centers and/or network hosting centers that manage communications within many different countries.   
All major global operators are transforming their network architecture and are aligned in their efforts to 
apply the same efficiencies of cloud computing to the telecommunications network.  Therefore, 
companies will increasingly be running networks from locations that may well be distant from their 
customers, and a requirement to replicate large-scale data centers in every market served will, as with 
cloud computing, defeat the efficient and quality of the services provided. 
 
The same benefits of cloud computing that are transforming networks apply to services as well, as is 
evident with “Over the Top” (OTT) services unified communications platforms that are managed from the 
cloud. Even traditional services such a teleconference services, and virtual private network services are 
capable of being provisioned remotely.  
 
To promote the deployment and adoption of Software Defined Networks and cloud-based services, India 
should establish policies that recognize services can and must be managed globally.  For example, 
companies must be able to remotely manage their networks and have interoperable rules on data privacy 
and security.  The use of international standards, such as International Standards Organization 
(ISO27001:27005) as a benchmark for compliance obligations will have a significant impact on 
promoting these new software based technologies and services.  Promoting cross border data flows and 
expressly prohibiting localization requirements are necessary conditions for the 21st century IP network. 
 
IV. Specific Reform Recommendations for NTP-18  
 
Below are specific areas where India can modernize its regulatory approach to establish India as a global 
hub for data communications and to promote investment and innovation. 
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Convergence of Services, Networks and Devices – Licensing Requirements 
 
There is a need for consistency between the proposed Unified License Regime proposal (ULR) and the 
objectives of the 2012 National Telecom Policy (NTP). The proposed technology neutral approach under 
the ULR framework has been qualified with specific restrictions on PSTN and VoIP/IP telephony 
networks in general and more specifically extending to the Closed User Group (CUG) environment. To 
realize the true potential of converged services, networks and devices, and to achieve the stated 
objectives for convergence, the present restrictions and barriers among different PSTN/IP/CUG-PSTN 
networks should be removed under the proposed Unified License-Phase II in order to ensure seamless 
interconnection.  
 
The National Telecom Policy, 2012 (NTP-2012) recognized the need to move towards convergence of 
voice, data and video to the digital form:  
 

“6. Telecommunications is no longer limited to voice. The evolution from analog to digital 
technology has facilitated the conversion of voice, data and video to the digital form. 
Increasingly, these are now being rendered through single networks bringing about a 
convergence in networks, services and also devices. Hence, it is now imperative to move towards 
convergence between telecom, broadcast and IT services, networks, platforms, technologies 
and overcome the existing segregation of licensing, registration and regulatory mechanisms in 
these areas to enhance affordability, increase access, delivery of multiple services and reduce 
cost. It will be a key enabler of equitable and inclusive growth.” (Emphasis Supplied)  

 
NTP-2012 further identified specific strategies in the area of Licensing, Convergence and Value Added 
Services as below: 
 

3.1. To orient, review and harmonise the legal, regulatory and licensing framework in a time 
bound manner to enable seamless delivery of converged services in a technology and service 
neutral environment. Convergence would cover:  
 
3.1.1. Convergence of services i.e. convergence of voice, data, video, Internet telephony (VoIP), 
value added services and broadcasting services.  

 

3.1.2. Convergence of networks i.e. convergence of access network, carriage network (NLD/ 
ILD) and broadcast network.  

 
3.1.3. Convergence of devices i.e. telephone, Personal Computer, Television, Radio, set top 
boxes and other connected devices.  
 
3.15. To enable and enforce the VOIP facility to enhance consumer affordability.  (Emphasis 
Supplied) 

 
The TRAI should build on NTP-12 licensing reform objectives and support the removal of present 
restrictions on the provision of Internet Telephony Services to (and from) the PSTN and PLMN by ISPs 
within India.  Currently, only Unified Access Service Providers (UASPs) and Cellular Mobile Service 
Providers (CMSPs) are permitted to provide these services.  Allowing ISPs to offer Internet Telephony 
Services to (and from) the PSTN and PLMN in parity with UASPs and CMSPs would introduce 
additional competition and innovation that would encourage lower prices and expanded access 
opportunities, and also would allow important new services and ensure India a competitive location for 
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communications industries to operate. In particular, as described below, ISPs require access to both 
geographic and non-geographic number allocations in standard E.164 format, and the availability of 
flexible, market-based interconnection arrangements to terminate and receive calls via the PSTN and 
PLMN.   
 
By contrast, the continuation of existing limitations on the provision of Internet Telephony in India will 
impede both economic growth and consumer benefits.  Restrictions to use of Internet Telephony in India 
is very unusual and complex by global benchmarking, and an impediment to conducting business, in 
comparison to most other countries where the business customer has sites. To encourage   vibrant 
competition that will best encourage development of innovative new services for business users, all 
Internet Telephony providers, including UASPs and CMSPs, should be able to provide Internet 
Telephony services under competitively neutral regulations relating to interconnection, numbering, 
emergency service access, and service quality and law enforcement interception. 
 
TRAI in its current consultation has also recognized the significance of convergence of networks, services 
and devices including the benefits it will bring. TRAI has also mentioned as one of the strategies to leap 
frog amongst top-50 nations in international rankings in terms of network readiness, communications 
systems and services ……………….is “By restructuring of legal, licensing and regulatory 
frameworks for reaping the benefits of convergence”. (Emphasis Supplied) 
 
TRAI has further stated that: 
 

- “The convergence of voice, video and data services has also become a reality now”. 

- “Convergence of networks can ensure efficient utilization of the available resources. The 

convergence of information, communication and broadcasting services are creating vast 

new capabilities that are benefiting individual, businesses and society as a whole.” 

- “The convergence of the digital and physical products through M2M and IoT services and 

applications is paving the way for Fourth Industrial Revolution (Industry 4.0).” 

- “Regulatory policies and their governing institutions are striving to keep pace with 

technological developments happening in the sector to address complex issues that include 

convergence of ICT and media, coordination with other sectors for IOT, and ensuring 

privacy and security”. (Emphasis Supplied) 

Digital India and National M2M Roadmap 

The Government of India’s roll out of initiatives such as Digital India accelerated broadband deployment 
and encouraged the creation of one hundred Smart Cities and encourages machine-to-machine (M2M) 
computing, the Internet of Things (IoT), and cloud computing programs that have the potential to grow 
the Indian economy.   
 
The National Telecom M2M Roadmap document issued by the Department of Telecommunications 
(DOT) in May 2015 offers a roadmap intended to foster healthy growth of M2M and we encourage the  
DOT to continue its forward looking policy, recognizing the critical importance of creating a policy 
environment that allows for flexibility and use of commercial arrangements to the healthy proliferation 
of M2M and IoT services. 
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To encourage the growth of M2M services and IoT devices, the Government of India should 
establish policies reflecting the Broad Principles with Section II in mind, and incorporating these key 
points:  
 

• Promote an international, interoperable policy framework for IoT and M2M solutions that 
includes permanent M2M roaming. Many IoT and M2M solutions will only reach their optimal 
scale if they can operate around the globe. Monitors on airline cargo or shipping containers must 
be able to operate wherever their freight travels. Automakers sell vehicles across many different 
countries and operators drive vehicles across national borders for commercial and personal 
purposes; automakers and customers alike need a single communications platform to support their 
connected vehicles. The Indian government should support providers of IoT and M2M devices to 
choose between various available options for numbering and device management, rather than 
imposing a single, one-size alternative for all cases. 
 

• Clarify that the use of foreign SIMs shall be permitted for use in permanent roaming and 
that they shall not be required to be converted/reconfigured into an Indian Telecom Service 
Provider’s SIM. We note that the TRAI in its August 2017 Recommendation has noted that the 
Authority/Licensor shall review this issue at a later date based on market and technological 
developments and requirements. We note that the TRAI recommendations also allow flexibility 
for permanent roaming of foreign SIMS in cases where there is a strategic need, bilateral or 
multilateral trade commitments, and in cases of bilateral reciprocity.   

 
• Avoid requiring the use of local Indian SIM for M2M , as it would not be technically and 

commercially viable to retrofit devices embedded with foreign SIMs with local SIMs. That would 
be a costly and lengthy process. In addition, there may be design elements associated with the 
SIM that would need to be considered such as proprietary nature of SIM or the design which 
cannot be replicated or replacement may endanger or impede SIM functionality. we were 
were disappointed that the Telecommunications Regulatory Authority of India in a 
recommendation to the Department of Telecommunications (DoT) published in August 2017 
suggested a three-year limit on permanent roaming. Setting a limitation on permanent roaming 
will have a negative impact on the ability of foreign suppliers of M2M services to operate in 
India. 

 
• Avoid market access limitations. We are also concerned that the recent TRAI recommendations 

to DoT include suggestions that the Indian government should identify critical services in the 
M2M sector and that the provision of these services be restricted to be provided only by 
connectivity providers using licensed spectrum. Should India move to limit market access for 
certain services to only licensed spectrum users, we urge a very narrow definition of critical 
services that is consistent with India’s trade obligations and maintains flexibility for new and 
innovative services.  

 
We encourage India to review its approach to permanent M2M roaming and to enable the use of global 
standards in a manner that facilitates the global deployment of IoT products and services, is not 
detrimental to foreign investment and continues promoting the scale and interoperability required for the 
deployment of M2M services. 
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Remote Access Policy 
 
Global telecom operators have made significant investments in establishing India’s network 
infrastructure. However, unpredictable changes in policies pertaining to Remote Access (RA) negatively 
impact network security and compliance, and ultimately hamper telecom operators’ ability to efficiently 
operate networks in India.   
 
Further, there has been a continuous backtracking on RA policies even though the same policy was 
developed by way of a Government-Industry consultative process. The current approval process is 
lengthy and unaccountable delays that freeze new network equipment deployments, and it must be 
modified to a prior notification process in which parties can submit relevant remote access information 
and begin deployment and operation after a reasonable period of time (e.g., 60 days), if there has been no 
government objection.  This would allow service operators a platform upon which they may fairly 
compete and manage the network without fear of running afoul of unnecessary restrictive access 
policies. 
 
Rather than requiring Companies to obtain approval from the India government for Remote Access, 
we recommend that India utilize international standards for security.  It is important to mention that 
Remote Access related permission requirements which are part of a Foreign Direct Investment policy 
is unique to India. To AT&T’s knowledge, no other country in the world has restrictions on Remote 
Access for the purposes of routine global network management.  
 
Cloud Computing and Edge Computing 
 
Cloud Computing is increasingly relied upon by many economic sectors to deploy digital solutions in 
today’s digitally enabled economy.  Similarly, in coming years we will see an augment to Cloud 
Computing of Edge Computing, as certain processing functions move towards the Edge to reduce 
latency of compute time for certain key activities.  Recognizing the increased use of cloud computing in 
the deployment of different types of services and applications, the Telecommunications Regulatory 
Authority of India initiated a consultation paper in 2016 examining numerous policy issues surrounding 
Cloud Computing services. Recently, TRAI issued its recommendations, which are before DoT to 
approve. They suggest that a light touch regulatory approach should be adopted to regulate cloud 
services. However, TRAI has recommended that the DoT prescribe a framework for registration of 
Cloud Service Providers, a mechanism TRAI suggests it would set criteria for in the future. Creating a 
registration obligation for cloud service providers will lead to increasing regulatory burdens that create 
inefficiencies, impede market access, and restrict innovation.  
 
We continue to encourage consideration of industry views on the importance of creating an enabling 
environment for Cloud Computing and Edge Computing in India and globally. We encourage India to 
enable open and competitive markets through existing legal and regulatory frameworks.  
 
OTT Regulations 
 
Including the cloud computing and VoIP papers described above, TRAI has issued several consultation 
papers seeking input on whether there is a need for regulation of Over-the-Top (OTT) providers that 
offer cloud, VoIP, and other services.  However, regulators have provided little feedback or response to 
industry submissions. 
 
Given that many of these consultations and drafts could generate restrictive rules and market access 
barriers for international services seeking entry to the Indian market, we encourage India to promote a 
light-touch regulatory framework for OTT services. 
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Telecommunications Network Security 
 
A horizontal framework to address the security of communications networks and the Internet ecosystem, 
while also ensuring innovation.  For example, in coming years we anticipate significant breakthroughs in 
the use of Artificial Intelligence (AI) to strengthen more-adaptive and automated cybersecurity 
capabilities.  This is a technology strategy trend that India should encourage in its policies.  Similarly, 
we recommend an approach that promotes global interoperability and data security on a technology-
neutral basis, focusing on the following principles:   
 

1. Performance-based, rather than Prescriptive  
Establish requirements for how to secure and protect both networks and also information, based 
on “what” must be protected rather than “how” it must be protected.   

  
2. Proportionate, rather than One-Size-Fits-All  

Government procurement, consumer markets, and enterprise markets all have unique 
characteristics and should be appropriately managed in accordance with those differences.  The 
benefits of a “proportionate” approach will allow the unique characteristics of each market to be 
addressed with their respective relative risk. 
 

3. Utilize Industry Standards 
Globally developed industry standards can be utilized in order to incorporate industry best 
practices as well as to ensure a globally interoperable approach that is technology-
neutral.   Companies can demonstrate compliance with such standards by presenting a third-party 
verified certification.  

 
There is no evidence that the geography of development or testing of a product corresponds with the 
level of security assurance provided by the product. Thus, the government’s insistence on having 
products tested locally will not provide greater security assurance. We note that there are longstanding 
internationally accredited/recognized laboratories conducting testing in this area, and that the location 
where the testing is performed, in accordance with global best practice, has no bearing on the accuracy 
of the test in question, as long as the laboratory has achieved the appropriate certification. We urge India 
to examine these issues carefully and establish close consultation with industry stakeholders to find a 
practical and flexible approach. 
 
Defining the Appropriate Revenue for Payment of License Fee 
 
We urge India to examine the methodology it currently uses to calculate the annual license fees to ensure 
that India’s license fee regime does not frustrate the goals of promoting investment and competition, 
creating a level playing field among all service providers, and reducing the sales price of services to 
consumers. Under the current methodology, license fees are based on revenues from both licensed and 
unlicensed activities, which make the calculation of such fees unnecessarily burdensome. Also, the 
current definition leads to double payment of license fees to the Indian government as it does not allow 
deduction of wholesale payments from retail revenues. 
 
However, it is important for DOT to review the impact of the effective double assessment of licensing 
fees on the economic viability for VNOs to enter the market if they are unable to deduct the wholesale 
cost inputs they rely on to offer their retail service. The double assessment of licensing fees operates as a 
multi-stage and cumulative tax. Facilities-based operators, relying on their own networks only pay the 
license fee once, while the services that operators such as VNOs buy from other operators are subject to 
the license fee twice – once when they are sold from the first network owner to the second operator (e.g.  
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a VNO), and then again when the second operator sells them to the end user. Thus, a telecom operator 
who buys inputs from other licensed operators is placed at a competitive disadvantage with those who do 
not need to buy those inputs to provide their service. This policy inherently harms competition by adding 
regulatory costs to the VNO. 
 
India’s decision in 2016 to enable Virtual Network Operators (VNOs) to enter the market was a positive 
step toward increasing competition in the marketplace and we are encouraged by the TRAI 
recommendation from September 2017 “Introduction of UL (Virtual Network Operator, “VNO”) for 
Access Service Authorization for Category B License with Districts of a State as a Service Area,” 
wherein it recognized the issue of double taxation in the VNO license and has recommended DoT to 
review the AGR components to allow deduction of charges paid by VNOs to Network Service 
Operators for procurement of services to be allowed as a pass-through expense.  We urge India to clarify 
that such license fees apply only to revenues from retail sales transactions where the service is provided 
to an end user. The resolution of this issue has a direct bearing on the ability of operators to compete 
effectively in the market. Further, this approach should apply in the context of all relevant categories of 
licenses. 
 
Encryption 
 
The ability of business and consumers in India to use strong encryption protects their corporate and 
personal information. Strong encryption also enables India’s rapidly growing IT and business 
processing industries to secure their global clients’ confidential information. The Government of India 
should be urged to more appropriately reflect the needs of next generation data and IP services 
providers and the considerations of their business enterprise customers by allowing for the robust use 
of encryption to protect data and privacy. We encourage the Government of India to work with the 
U.S. and other governments to share best practices in this area.  As we look towards the NTP-18, it is 
remarkable that the legally permissible strength of encryption in India is 40-bit level, a standard that is 
nearly two decades out of date with cybersecurity best practices, thereby making operations in India a 
weak link in a global security chain. 
 
Cybersecurity is a true common cause, as industry shares many risks and objectives with governments, 
users, and other stakeholders. The breadth of cybersecurity threats is vast; from cyber terrorism to online 
safety and conventional cybercrimes. A key component in strengthening networks against cybersecurity 
threats is strong encryption. So that businesses may employ the measures to reasonably protect 
information, a critical component of India’s updated encryption policy must include updating the 
permissible level of encryption for enterprise services beyond the current 40-bit level. Businesses must 
instead be permitted to apply encryption consistent with industry standard guidelines, such as the 
Advanced Encryption Standard (AES). 
 
We urge India to recognize that it is essential that enterprise services providers be permitted to offer and 
provide network services that employ more robust encryption to allow business customers to better 
secure customers’ networks and communications from cyber threats. The current encryption limitation 
reduces the ability of business customers to apply industry-standard encryption to network services to 
help defend against cybersecurity threats, which are increasing in volume and sophistication at 
exponential rates. 
 
Moreover, the government should support the use of internationally-accepted encryption standards and 
algorithms, rather than those mandated by the government. 
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Intellectual Property 
 
Protecting Intellectual Property is a key issue to foster investment and innovation in the ICT market.  We 
support the Government of India’s efforts to strengthen the innovation ecosystem and IP legislative  and 
regulatory environment in the country. The National IPR Policy  addresses a comprehensive range of 
objectives, from raising awareness on the benefits of intellectual property to strengthening the country’s 
legal, administrative and enforcement capabilities. Overall, the National IPR policy acknowledges the 
importance of IP as a driver of economic growth and articulates the aspirations of the Indian 
Government in calling for educational programs aimed at building awareness on the importance of IP to 
India. We hope that the policy will serve as a platform for continued engagement and enhanced dialogue 
with the Indian government towards more concrete legislative, regulatory and related reforms to address 
IP issues. 
 
Privacy and Data Protection 
 
Cross-border data transfer mechanisms are essential to the global digital economy, and governments 
should ensure that these are predictable and interoperable.  Governments can build trust in the global 
economy – and specifically in the cloud computing and IoT industries – by creating an environment for 
service providers to follow industry best practices and guidelines regarding the cross-border use and 
protection of personal data, while providing appropriate accountability mechanisms for those who wish 
to challenge data management practices. Agreements such as the APEC Cross-Border Privacy Rules 
Framework, Privacy Shield, and the EU-US Principles for ICT Services represent widely accepted 
international standards for the collection, use, and transfer of personal data which contain accountability 
mechanisms for individuals and state actors who wish to challenge data management practices.  AT&T 
would recommend that the Government look to these frameworks when considering new rules on the 
protection of personal data. 
 
As outlined in recent comments in the Privacy Consultation, an effective privacy policy should 
adhere to the following pillars:  
 

• Privacy rules should be consistent across the global digital ecosystem.   
• Privacy rules should be based on the sensitivity of the information collected and used.   
• The legitimate interests of government in addressing important objectives must be handled 

through fair, accountable and uniform procedures that govern when and how private companies 
may be compelled by the government to provide information. 

India, an established global hub of data processing and development and with a robust Information 
Technology and IT-enabled services industry that revolves around processing and handling of data 
received by it from across the globe, should be particularly sensitive to and supportive of cross border 
data flows.  Any adoption of a restrictive regime in this behalf by the Government can boomerang as it 
may lead to other outsourcing countries placing similar restrictions on data flows to this country, which 
in turn will hurt the Indian economy and employment. We are encouraged that TRAI’s recommendation 
in its recommendations on cloud computing has not recommended any restriction on cross border data 
flow and urge the TRAI to continue in this direction.  
 
It is also important that the government should commit to using Mutual Legal Assistance Treaties 
(MLAT) and similar processes when they seek access to data that is stored beyond their borders.  AT&T 
supports government efforts to streamline these processes, for example by updating MLATs to cover 
communications associated with evolving networks and services.  
 
 



12   AT&T Proprietary  
 

 
It is further important that, when applying any consumer protection regulation, India distinguishes 
between services that are offered to individual consumers and those sold to businesses to avoid 
automatically extending consumer protection obligations to enterprise providers. 
 

V. Conclusion 
 
We thank the TRAI for the opportunity to provide comments on the NTP-18 and applaud its objectives 
and encourage the TRAI to consider the broad principles and specific recommendations offered in these 
comments.   We look forward to a policy framework that minimizes regulatory burdens, provides the 
certainty that will promote the on-going, robust investment, competition and innovation and applies light-
touch and competitively and technologically-neutral regulation to the benefit of consumers, competition 
and innovation.    Such policies will further stimulate competition and the associated benefits to 
consumers and the wider economy and help India move forward as a leader in the Fourth Industrial 
Revolution.  
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